Introduction
The adoption of new technologies in clinical research has been improving over time and continues to improve and change the way clinical research is conducted [1] . Accessible and affordable software like REDCap [2] and R [3] lower the barrier to entry for independent investigators while maintaining the high accuracy and reliability needed for large studies. As the number of studies grows so does the amount of data needed to answer tomorrow's research questions and data collection remains an integral part of the clinical research enterprise [4] .
The importance of accurate data collection to clinical research has pushed the development of software features to support this need. REDCap has features that allow it to connect to other systems for data import, export, and statistical analysis. Software has been developed to support these types of connections with legacy data collection solutions [5] . Recent work has also helped to bridge the gap between electronic health record systems (EHRs) and data warehouses and surveillance systems by providing a standard interface to connect to multiple different types of EHR database [6] . Further development of this work could one day allow for connection to all major types of EHR database, but currently only a few are supported.
Despite many different EHR providers and platforms, most support a standard protocol for the secure transfer of files to external parties. This protocol is called the secure file transfer protocol (SFTP) and is designed to establish an encrypted data connection between two consenting parties. In the United States the Health Insurance Portability and Accountability Act (HIPAA) Security Rule requires that reasonable and appropriate measures be taken to secure patient data that is in transmission, and this includes encryption protocols like SFTP.
EHR systems allow for the fast export of a large number of records into an SFTP repository, which can then have access granted to external investigators. This is especially useful in situations where longitudinal data is being collected or patient data may change, as the SFTP repository will have the most recent changes to patient data as soon as they are made in the EHR. It is also useful for studies involving the biosurveillance of patient populations since new patients matching study criteria will continually be added to the system over a prolonged period.
Performing clinical research studies depends on patient information, and getting data to the point where it can be analyzed, such as in an electronic data capture system, is a major bottleneck for studies. Data collection will often involve the time consuming process of research staff navigating through the medical record and recording study data points in an electronic format. In this paper we discuss the design and implementation 
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of SFTP-2-REDCap, a REDCap plugin to support the fast upload of data into a REDCap clinical research project.
Methods
The international Community Acquired Pneumonia Organization (CAPO) database is a database consisting of over 9000 cases of clinical pneumonia from over 130 clinical practices across the world [7] . The CAPO database uses the REDCap software, an electronic data capture software used by over 2700 research and educational institutions across the world, as its platform. REDCap is designed to support data capture for research studies, providing an intuitive interface for validated data entry, audit trails for tracking data manipulation and export procedures and automated export procedures for seamless data downloads to common statistical packages. REDCap also supports extensibility through special plugins, small programs that work with REDCap to provide additional features.
We design the plugin SFTP-2-REDCap which imports data fields from an SFTP server into a REDCap project. A diagram of the process is shown in Figure 1 . REDCap uses the popular PHP programming language [8] to provide its features, and its plugins are written using the same language. Providing the appropriate security requires SSL encryption, the standard for secure internet communication [9] . We use phpseclib [10], a well-tested and secure extension to PHP that provides seamless SFTP connection and secure transfer of patient information. Figure 1 Communication is shown from a Health Data Source, such as an EHR, to REDCap. An EHR deposits patient information into a secure FTP repository, which can then be accessed via SFTP-2-REDCap using credentials provided by the source. A secure SSL connection completes the transfer, and saves the record(s) into REDCap's database.
Our plugin can be integrated into REDCap by copying its files into the plugins directory that is part of every REDCap installation. The plugin can then be accessed by navigating to the base url of your redcap installation followed by /plugins/ sftp-redcap.php. SFTP-2-REDCap requires REDCap version 6. The user interface for SFTP-2-REDCap is shown in Figure 2 .
A user can enter the server credentials for an external SFTP server, including the URL address of the server, the username and password. This is the minimum information that would be provided by the party granting access. A user can then choose into which project they would like records to be imported from the active projects on that REDCap installation.
Once the project has been selected, the user can finalize import by clicking the import button. If there are any errors, regarding project selection or SFTP credentials, they will be displayed and must be corrected before continuing. If upload is successful, the total number of variables successfully imported will be displayed. To test the data import process into the CAPO database, we chose a selection of data points related to the Pneumonia Severity Index [11] or PSI which is used to classify patients into risk classes based on demographics, medical history, lab values, and presence of pleural effusion. The list of data points and their identifiers are shown in Table 1 . We simulate three sets of data having 10, 100 and 1000 cases with values for each of these variables. We assume there is no missing data so our tests will provide an upper bound for measuring the time taken to import the entire data set.
Results
Upon entering the credentials for an external SFTP server and clicking the import button, the plugin successfully imports records into the CAPO REDCap project. Three different data files containing simulated data were tested and the time taken for each data import was recorded and shown in Table 2 . Table 2 Volume of data and time taken for import of three data files containing simulated data.
For small numbers of records the majority of the time taken was for network transmission, and internet latency accounts for more time being taken for 10 records than 100. Even 1000 records and 23,000 data points takes less than 9 seconds to download from a remote SFTP server and import into a REDCap project.
To compare this to the time needed for standard data entry, we use a rough approximation of the average time needed to enter a single record being 10 seconds. This would include moving the mouse to the appropriate field, typing the data, and visually double checking the result. However, this would not include the time needed to navigate the different user interface screens of an electronic medical record, which could involve a substantial amount of overhead in some systems.
The time saved increases dramatically with respect to the number of records and data points entered, with 1000 records and 23,000 data points needing about 64 hours of data entry time using the above approximation.
Discussion
CAPO includes membership and data from over 130 different organizations and those who have shared data with CAPO repository have donated the time required for data entry into REDCap. There is a great potential for increased research by establishing electronic connections with some of the highest contributors in CAPO, and the same could be said of other institutions that wish to establish electronic connections to REDCap.
Arguably, the greatest potential lies in the transfer of lab values, as these are objective measurements that are usually stored in a structured format. Making this transfer automatic has the best potential for saving time and costly transcription errors. Measurements involving patient history are often found only in clinician notes and free text. Automatic transfer and recognition of this data is likely to require the oversight of a research clinician.
Since data in a remote SFTP server will fall under the management of the health data source, setup and selection of an appropriate data format has to be negotiated with their technology department, and setup will usually be prioritized to follow business critical applications. This can lead to a wait period for the initial setup of an SFTP data connection.
This plugin is meant to be a fast and simple way to load data from an external SFTP connection, and as such does not take advantage of REDCap's data import framework, which provides error checking and adjudication before overwriting old data stored in the database. We plan for future versions of SFTP-2-REDCap to take advantage of these REDCap features.
Since SFTP-2-REDCap uses SFTP technology, connections to international EHRs do not present any difficulties. However, languages having non-Latin characters and using Unicode for to represent variable names and values may cause consistency problems if REDCap is not setup to use the same character encoding.
The REDCap plugin SFTP-2-REDCap provides a convenient interface to import multiple data records from a remote SFTP server in a short amount of time. It is available to users of REDCap, and has the potential to streamline and automate the process of data collection for REDCap projects.
